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1 Introduction

1.1 Personally Identifiable Information (PIl)

At Admin By Request, we value privacy.
That is why we give you complete control over what Pll is stored in your portal.

You can collect all personal data, such as user names, locations and contact details, or none at
all, depending on your organization's privacy policies and preferences.

Admin By Request has a dedicated Privacy Settings page within the portal for this exact purpose:
so that no Pll is collected without your explicit say-so.

The Privacy Settings page is found in the portal, under Settings > Tenant Settings > Privacy
> PRIVACY (see Item A in the "Appendix" on page 6).

From here, you can make all of the appropriate adjustments to what personal information is
collected so that you can implement privacy for your organization as you see fit.

This document covers the PIl that you have the option to collect and demonstrate where, within
the portal, this information is displayed or omitted when you toggle each of the Privacy Settings
ON or OFF.

For an online summary of these settings, refer to Tenant Settings > Privacy in our Documentation
Center.
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2 Privacy Settings and Descriptions

2.1 Privacy Settings

The following list describes settings that you can disable or enable using the ON / OFF toggles
next to each setting, along with their explanations:

* Obfuscate user accounts

This setting obfuscates the true identity of your users by creating an alias for each of them in
the form of a random 32-digit string to stand as their username, and by not collecting their
email addresses or phone numbers. When you toggle this setting ON, the following three
privacy settings: Collect user names, Collect user email addresses and Collect user phone
numbers, will be automatically toggled OFF and cannot be turned back on while Obfuscate
user accountsis enabled.

KEY POINT

Once this setting is toggled OFF, the three settings below it will not be toggled back ON
automatically. You will need to do this manually for each one.

* Collect user names

This setting collects the full name of each user.
* Collect user email addresses

This setting collects the email address of each user.
* Collect user phone numbers

This setting collects the phone number of each user.
* Collect inventory

This setting collects a range of software and hardware inventory within the following
categories:

* Computerinformation

* User information

* System information

* Hardware

* Geographical location

* Operating system

* Fastest network adapter
* Primary monitor

In addition to the above inventory categories and corresponding data, a list of the software
that is installed on each user's device is also collected and displayed, as well as a list of the
local administrators on the device in question.

* Allow geo-tracking
This setting maps the IP address of each user's device to a location using a public IP-to-
location database. These device locations can then be viewed in Inventory and Reports
within your portal, or in Google maps via Admin By Request.
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2.2 Adjusting Privacy Settings

KEY POINT

When you adjust your Privacy Settings (enable or disable them using the ON / OFF toggles),
nothing happens to existing data - the changes apply only to new data and not to data that
has already been collected prior to the adjustment being made.

For example, if you have the Collect user names setting enabled and user X makes a request,
their user name will be collected and displayed in all of the appropriate places within the Admin
By Request portal.

If you then disable this setting, user X's user name will remain in all of the relevant locations for
the request they made with this setting toggled ON, but all further requests by user X and others
will no longer collect and display the user name.

2.3 Where Privacy Settings Data is Displayed

Pll and personal data collected by Admin By Request is displayed within the following four pages
in the user portal:

* Requests
* Auditlog
* Inventory
* Reports

Seeitem B in the

Data that is collected could appear in all or only some of those pages within your portal,
depending on the data in question.

2.3.1 Default Privacy Settings

The Default Privacy Settings, i.e., the settings automatically enabled / disabled when you
firstimplement Admin By Request, are as follows:

* Obfuscate user accounts - OFF

* Collect user names - ON

* Collect user email addresses - ON
* Collect user phone numbers - ON
* Collectinventory - ON

* Allow geo-tracking - ON

Seeitem Cinthe

In the Appendix of this document, all screenshots of the Requests, Auditlog, Inventory and
Reports pages have been taken with the default settings applied
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J Omitting Data

3.1 Where Privacy Settings Data is Omitted

As mentioned, we leave it entirely up to you to decide what Pll and other personal data is
collected by Admin By Request.

This section details where data is omitted from Requests, Auditlog, Inventory and Reports in the
portal when each Privacy Setting is disabled.

3.1.1 Obfuscate user accounts

Obfuscate user accounts relates directly to the user name, user email address and user
phone number.

When this setting is toggled ON, the user name will be replaced by a random 32-digit string
as part of the alias created for that user.

For example, an obfuscated user name could read:
98492bd400b87fa8c414d5074cbbo62d.

In addition to obfuscating the user name, the user's email address and phone number will
not be collected.

When Obfuscate user accounts is disabled (toggled OFF), user identities will not have an
alias created for them, so user names, email addresses and phones numbers can be
collected and displayed as normal, provided these settings are enabled.

Toggling this setting affects data within the Requests, Auditlog and Inventory pages of the
portal.

Seeitems C, D, E&Finthe

3.1.2 Collect user names

When Collect user names is disabled, user names will be replaced with a random 32-bit
string (as is the case for the user name when Obfuscate user accountsis enabled).

Toggling this setting affects data within the Requests, Auditlog and Inventory pages of the
portal.

Seeitems D, E & Finthe

3.1.3 Collect user email addresses

WWhen Collect user email addresses is disabled, email addresses will not appear within
Requests, Auditlog or Inventory.

Toggling this setting affects data within the Requests, Auditlog and Inventory pages of the
portal.

Seeitems D, E & Finthe
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3.1.4 Collect user phone numbers

When Collect user phone numbersis disabled, email addresses will not appear within
Requests, Auditlog or Inventory.

Toggling this setting affects data within the Requests, Auditlog and Inventory pages of the
portal.

Seeitems D, E & F inthe Appendix.

3.1.5 Collect inventory
When Collect inventory is disabled, the Inventory page in the portal omits the related PII
and personal data.

Devices will still appear in the Inventory page in the Computer column, but the Inventory
left menu item is missing, along with the sections on that page:

* Computer

* User

* System

* Hardware

* Geographical Location

* Primary Network Adapter

Seeitem F in the Appendix.

3.1.6 Allow geo-tracking

The Allow geo-tracking setting affects PIl within the Inventory and Reports pages in the
portal.

When disabled, users' IP addresses will not be mapped to their physical locations.

This means that in the Inventory page for a device, under Geographical Location, the City,
Country and Hour offset fields will be omitted. The link "Show on Google Maps" will also be
unavailable.

In the Reports page, under Dashboard, the "Where are my computers right now?" section
does not display.

See items G & H in the Appendix.
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Appendix

ltem A: Navigating to the Privacy Settings page

Settings > Tenant Settings > Privacy > PRIVACY:

@ Admin By Request

C;’;;‘Jam Summary  Auditlog  Requests Inventory  Reports Download Logins Docs  Support

Tenant Settings

Settings here are global tenant settings on top of all other settings. If you have any questions, feel free to contact us

Identity PRIVACY

Auto-Update

Retention

Settings

Privacy Settings

APl Keys OFF | Obfuscate user accounts

Collect user names

Collect user email a

e55es

Collect user phone numbers

Collect inventory

Allow geo-tracking
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ltem B: Admin By Request top menu
Pages that display data:

@ Admin By Request

Summary Auditlog ! ests Inventory  Reports tir Download Logins Docs Support

Tenant Settings

PRIVACY

Settings

Privacy Settings About Privacy Settings
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ltem C. Privacy Settings

Default privacy settings:

@ Admin By Request

Eump [ m I Summary  Auditiog Requests Inventory  Reports it Download Logins  Docs

Tenant Settings

PRIVACY

Settings

& Privacy

Privacy Settings About Privacy Settings

Obfuscate user accounts:

~

@ Admin By Request

C'u:rﬁlp.a m I Summary  Auditlog  Requests Inventory  Reports Download Logins Docs  Support

Tenant Settings

PRIVACY

Settings

Privacy Settings About Privacy Settings
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ltem D: Requests

Default privacy settings:

@ Admin By Request

C‘nm ny Logo II Summary  Auditlog Request Inventory  Reports  Settings Download Logins Docs  Support

Pending Approval Requests

will be notified by e

PENDING (1) APPROVED (0) DENIED(0) QUARANTINED (0)

20-11-202415:52:58 - Elliott Frame

Requesting to run Uninstall Programs 8.4.2.0 from Admin By Request

lefender: Clean - Virustotal: Run check

Obfuscate user accounts:

1. First request - RUN AS ADMIN (file rufus-4.5.exe)
2. Second request - ADMIN SESSION

@ Admin By Request

Summary  Auditlog ] Inventory  Reports  Settings Download Logins Docs  Support

Pending Approval Requests

sers will be notified by email ¢ denial Requests drop out of the list after two weeks. If a user does not use an approved request

within two weeks, the approval will expire. You can af e or deny requests using the

PENDING (2) APPROVED (1) DENIED (0) QUARANTINED (0)

20-11-2024 15:48:08 « 4ekTal84aade21f55d8b10b7b4 6dade

Requesting to run Rufus 4.5.2180 from Akeo Consulting

2/100 - Metadefender: Clean - Virustotal: Run check

20-11-2024 15:44:16 » 4ehTalB4aade21f55d8b10b7h4fGdade

Requesting to run an administrator session

» Computer: DESKTOP:

= Reason: Furth

KF4TH

ing required
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Select the "expand” arrow (>) to the left of an entry to drill-down.

Default privacy settings:

ADMINBYREQUEST.COM

v Uninstall Programs Elliott Frame DESKTOP-67KF4TH 20-11-2024 16:06:15 00:00:36 0/1/1 Finished [
Contact Information Execution
User account Elliott Frame Issued time 20-11-2024 15:32:58
Email elliottf@abrzdemo.com Start time 20-11-2024 16:06:15
Phone 555 123456 End time 20-11-2024 16:06:51
Approved by Eric Hastie Duration 00:00:36
Response In 00:15:57 Settings Global Settings
Reason Testing the uninstall process via Tray Tools Trace no 226834536
Application Actions
Name Uninstall Programs 8.4.2.0 15 Malware scan Unknown
Vendor Admin By Request 32 Virustotal Check status
File name AdminByRequest.exe Al assistance Ask ChatGPT what this is
Path C:\Program Files (xB6)\FastTrack Software\Admin By Request Pre-approve Pre-approve this file
Block Block this file
Installed or uninstalled software
Action Application Version Publisher
Uninstall WinZip 76.9.16251 Corel Corporation
Programs executed using elevated privileges
Program File Vendor Version
Windows® installer MsiExec.exe Microsoft Corporation 5.0.17134.1 (WinBuild.160101.0800) )
We're Onlinel
Obfuscate user accounts:
v Rufus 4ed7a184aade?1155d8b10b7baf6dade DESKTOP-67KF4TH 20-11-2024 16:07:35 00:00:58 0/0/2 Finished [ ]
Contact Information Execution
User account 4e47a184aade21155d8b10b7bdfedade Issued time 20-11-2024 15:48:08
Approved by Eric Hastie Start time 20-11-2024 16:07:35
Response In 00:19:13 End time 20-11-2024 16:08:33
Reason Another program needed for dev work Duration 00:00:58
Settings Global Settings
Trace no 226836177
Application Actions
Name Rufus 4.5.2180 46 Malware scan Clean
Vendor Akeo Consulting 1z Virustotal Check status
File name rufus-4.5 exe Al Ask ChatGPT what this is
Pre-approve Pre-approve this file
Block Block this file
Installed or uninstalled software
No software was installed or uninstalled
Programs executed using elevated privileges
Program File Vendor Version
»  Rufus rufus-4.5.exe Akeo Consulting 452180 Check Path Approve Block
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ltem F: Inventory

Select either the "Computer name” link or the "Details" link for an entry to drill-down.

Default privacy settings:

@ Admin By Request

Auditiog  Requests

DESKTOP-67KF4TH Details

HARTIWARE SOFTWARE

o Inventory

Inventory

Computer User

System Hardware

Collect inventory OFF:

Tin By Request

Company Laga

DESKTOP-67KF4TH Details

RUN AS ADHIN ADMIN SESSIONS

As Admin

Finished
B Auditlog o 2 Finished
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Default privacy settings:

Geographical Location
City Auckland
Country New Zealand
Hour offset UTC +13 hours

Show on Google Maps

Allow geo-tracking OFF:

ADMINBYREQUEST.COM

Geographical Location
City Not tracked
Country Not tracked
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ltem H: Reports > Dashboard

Default privacy settings:

Security Score
Tenant: Admin By Request Demo
Your score: B4l

Manimum score; 1000

Where are my computers right now?

Map  Satellite

User Elevations Elevated Applications
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Allow geo-tracking OFF:

Security Score
Tenant Admin By Request Demo
Your score B41
Maximum score: 1000
User Elevations Elevated Applications
5 \ adminsessios ey —
R s Admin -
: s W CoreveeFroceszce |
3 seteo: -

: s povershet
p— ]
L]
1192024 11102024 1713024 11152004 10172024 117092004 11202024 o L 2 a 1 5 b T L}

Drill down Drill down
|

User Requests Elevated Users

1 N, Addmin Session
_, Run As Admin

1
s
., —__

LL/S 2034 1132024 13172024 1203024
1112024 11182024 11f19{2024 o 1

2 1 4
Drill down Drill down
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